SANDIA REPORT

SAND98-0811 « UC-800
Unlimited Release
Printed April 1998

User’s Guide for the Augmented Computer
Exercise for Inspection Training (ACE-IT)
Version 2.0 Software

Pauline R. Dobranich, Karl E. Horak, Deborah A. Evanko, David S. Hagan, Jon D. Nelson

Prepared by
Sandia National Laboratories
Albuquerque, New Mexico 87185 and Livermore, California 94550

Sandia is a multiprogram laboratory operated by Sandia Corporation,
a Lockheed Martin Company, for the United States Department of
Energy under Contract DE-AC04-94A1.85000.

Approved for public release; further dissemination unlimited.

@ Sandia National Laboratories



Issued by Sandia National Laboratories, operated for the United States
Department of Energy by Sandia Corporation.

NOTICE: This report was prepared as an account of work sponsored by an
agency of the United States Government. Neither the United States Govern-
ment nor any agency thereof, nor any of their employees, nor any of their
contractors, subcontractors, or their employees, makes any warranty,
express or implied, or assumes any legal liability or responsibility for the
accuracy, completeness, or usefulness of any information, apparatus, prod-
uct, or process disclosed, or represents that its use would not infringe pri-
vately owned rights. Reference herein to any specific commercial product,
process, or service by trade name, trademark, manufacturer, or otherwise,
does not necessarily constitute or imply its endorsement, recommendation,
or favoring by the United States Government, any agency thereof, or any of
their contractors or subcontractors. The views and opinions expressed
herein do not necessarily state or reflect those of the United States Govern-
ment, any agency thereof, or any of their contractors.

Printed in the United States of America. This report has been reproduced
directly from the best available copy.

Available to DOE and DOE contractors from
Office of Scientific and Technical Information
P.O. Box 62
Oak Ridge, TN 37831

Prices available from (615) 576-8401, FTS 626-8401

Awailable to the public from
National Technical Information Service
U.S. Department of Commerce
5285 Port Royal Rd
Springfield, VA 22161

NTIS price codes
Printed copy: A03
Microfiche copy: A0l



SAND98-0811 Distribution
Unlimited Release Category UC-900
Printed April 1998

User’s Guide for the Augmented
Computer Exercise For Inspection Training (ACE-IT)
Version 2.0 Software

Pauline R. Dabranich
Cooperative Monitoring Center and Regional Security
Sandia National Laboratories
P.O. Box 5800
Albuquerque, NM 87185-1373

Karl E. Horak and Deborah A. Evanko
Excel Tactical Staffing
Albuquerque, NM 87110

David S. Hagan and Jon D. Nelson
Ogden Environmental and Energy Services, Inc.
Albuquerque, NM 87110

Abstract

The on-site inspection provisons in many current and proposed arms control agreements require extensive
preparation and training on the part of both the Inspection Teams (inspectors) and Inspected Parties
(hosts). Traditional training techniques include lectures, table-top inspections, and practice inspections.
The Augmented Computer Exercise for Inspection Training (ACE-IT), an interactive computer training
tool, increases the utility of table-top inspections. ACE-IT is used for training both inspectors and hosts to
conduct a hypothetical challenge inspection under the Chemical Weapons Convention (CWC). The
training covers the entire sequence of events in the challenge inspection regime, from initial notification of
an inspection through post-inspection activities. The primary emphasis of the training tool is on conducting
the inspection itself, and in particular, implementing the concept of managed access. (Managed accessis a
technique used to assure the inspectors that the facility is in compliance with the CWC, while at the same
time protecting sensitive information unrelated to the CWC.) Information for al of the activities is located
in the electronic “Exercise Manua.” In addition, interactive menus are used to negotiate access to each
room and to alternate information during the simulated inspection. ACE-IT adso demonstrates how
various inspection provisions impact compliance determination and the protection of sensitive information.



Acronyms

ACE-IT Augmented Computer Exercise for Inspection Training
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HTML hypertext markup language

s Internet Information Services

IP Internet protocol

LAN local area network

OPCW Organization for the Prohibition of Chemical Weapons
QTVR Quick Time Virtual Reality



Contents

EXECUTIVE SUMMARY ..ottt h et h e s h e e i et s et ae e sab e e aee e et e e ean e e aneeane s 7
Overview of TeChniCal INFOIMELION. .........ciiiiiiiieiee et b b b sae e e e sne e e 8
Geographic Information System (GIS) Building Maps..........cueiiieiiiiiiieeee et 8
INEEIBCTIVE IMBIUS. ...ttt b bbbt b e bt e e bt e e b e e e b e e e b e e sbe e nbe e s be e ebe e sbe e e be e s beesneenneenne s 8
Digital Images and Quick Time Virtual Reality (QTVR) MOVIES.......cocoiiiiiiiiiieiiee et 8

L= o8- D - = TP U PP PR UPPURRPRRPRRPIN 8

TEXE REITEVEL ...ttt h e b e b e s b e e s b e e s b e e s b e e s b e e sb e e sbeesbeesbeenbeenreenbeenbeenreenreen 9
AGITIONE] FEAIUIES.......eeteeteete ettt b e bbbt bt e bt bt Ee e bt e bt e abe e an e e b e e areeabeenneereeneenre s 9
Hardware and SOftWare REQUITEIMENTS.........o ittt ettt be e et e e e sbee e sabe e sabe e e beeesbeeesaneas 10
AVailability Of ACE-IT VEISION 2.0 ..coueiieieiiieitieitee ittt sttt bbb e b e b sbe e sse e sneesne e b e nneenneas 10

L. INTRODUGCTION. ....cttiitteiteesteestee sttt st e st st e st e e sbeesbeesbeesbeesbeesbeeabeesReesb e e ab e e ab e e abeeabeeabeeabeesbeenbeesbeenbeesbeenreenreens 11
2. STARTING THE EXERCISE..... ..ottt bbb nne e e e 13
2.1 1f Your Internet ConNECtioN GOBS DOWN ........ccuieiiieiiieitieie ettt ettt ettt ne e 15

3. DETAILS OF THE EXERCISE ........oo oottt nne e 16
TNt I 1 o= 1 o o RO 16
3.1.1 Negotiation Of PhYSICEI ACCESS. .......uiiiieeiiie ittt ettt ettt ettt e e abe e e saee e sabe e sbeeesbeeesaneesnreaas 17
3.1.2 Viewing SNrOUAEA [TEIMS.......ooiiiiii ettt ettt et e e abe e e saee e s abe e s be e e nbe e e sbeeesabeans 28
3.1.3 Alternate INformation NEQOLIBLION .........coueiiiiiiiii ettt ettt b e e e sbe e e saee e saeeans 32
.14 ACETT HOME PAOE....cc ettt ettt h et e et b e e e e e st e e e e s aabe e e e abbe e e s snbeeeesanreeaeanes 39

4. EXERCISE EXAMPLE ..ottt bbbt h et b e bt bt e e ek s b e bt e e e b e e b e sbeensenbesbesaeenne e e 40
5. PREPARING THE EXERCISE REPORT AND ENDING THE EXERCISE .........cooiiiiiiinenieeeeiee e 53
5.1 Preparing the EXEICISE REPOIT ..........oi ittt ettt ettt et et e st e e sbe e sate e sabeesbe e e sbe e e sateasnbeesabeeeaees 53
5.2 ENCING thE EXEITISE ... ettt ettt ettt ettt ettt ettt ettt et e e sh et sabe e st e e et e e e ebee e sabe e smbeesabe e e abee e sabeesmbeesnbeeenees 53

6. INITIALIZATION FILES AND SYSTEM REINITIATION ...c.cciiiiiiiiiieit sttt s 54
6.1 INITIAlIZBLION FITES.....eoiieieee et b e bbbt et bbb e b e ne e re e re e ne e 54
O Y (< 0l = T L (= 1 o o DTSSR 54

7. SUMMARY L.ttt bbbt b e bt et e bt bt e R £ e Rt e SR e S E e SR e e R e AR e AR e e RE e AR e AR e eRe e bt e EeeReeRe e bR see e e e e 55
Appendix A Hardware/Software Requirements, Installation and Setup INStrUCLIONS..........ooceveiieiiiiiiiieeiiee e 57
Appendix B USING NEtSCANE CONTEIBNCE ... ..ooueiiieieeitee ettt ettt et et sa e e be e s be e e abe e e saee e sabeesbeesabeeesnneesareaan 63
Appendix C EXampPle EXEICISE REPOIT .......coiiiiiiiieiieieitie ettt ettt ettt e sabe e bt e s be e e abe e e saee e sabeasbeesabeeesnneesareaans 67
APPENdiX D ACE-IT HOME PAJE ..o ettt ettt sa et e st e e e abe e e sabe e sabe e sabeeebeeesaneesareaans 73
AppendiX E ONliNE EXErCISE MBNUAL .........cooiuiiiiiieiii ettt ettt sttt e sbe e sbee e sabe e sbe e s abeeesaneesareans 75

Figures

Figure 1. ACE-IT Version 2.0 HOME PAJE ........ccueoiiiiiieiieiie ettt sttt sre e sr e sreenne e 13
Figure 2. Change Of ROIES MESSAJE BOX.......cciueiiiteieiiiiaiieeitee ettt e stee e sttt s e e s be e s be e e sbee e saeeesabeesabeesbeeesbeeesaneesaneans 14
o[RS A =g 1 o ] o] o OO P USRS 14
Figure 4. Deletion of Files from Previous EXercise OPtioN ..........ccoceioiiieiiiaiiee ettt 15
Figure 5. Building 10510 INEEITON M@D.......ueiiieiiitii ettt ettt ettt e e sbe e saee e sabe e sabeesbeeesbeeesnneesaneans 17
Figure 6. Initiation Of @ REQUESE FOr ACCESS......ciiitiiiitiie ittt ettt st e bt e e sbe e saee e sabe e s beesbeeesbeeesaneesaneans 18
Figure 7. Receipt of Access Denied NOtITICaON. .........oo it 19
Figure 8. Receipt of Partial Access Granted NOLIfiCAION ..........ceiiiiiiiiieiie et 19
Figure 9. Repeat Request for ACCess With JUSHITICAIION ..........eiiiiiiiiie e 20
Figure 10. Inspection Team Views Partial ACCESS PNOLO TOUN .......c.ciiiiiiiiiiiiiieee ettt 20
Figure 11. Receipt of Full Access Granted NOUTICATON .........cooieiiiiiiiiie et 21
Figure 12. Inspection Team Views Full ACCESS PROIO TOU ........ciiiiiiiiieiiee ettt 22
Figure 13. Zoom Window with ONn-SCreen MELEr SHCK .........cooiiiiiiiiiiie ettt 22
Figure 14. Receipt Of ACCESS REMUESE .........uiiiiiiitii ettt ettt ettt et e e e sbe e e saee e sabe e sbeesbeeesbeeesaneesaneans 23
Figure 15. Inspected Party Accessing the ROOM PreViEW ..........cciiiiiiiie ettt 24
Figure 16. Inspected Party Views Preview Of PROLO TOUN........cociiiiiiiie ettt 24
Figure 17. Inspection Team Views Full Access Photo Tour with the QTVR ......cceiiiiiiiiiiiieeee e 25
Figure 18. Inspection Team VIiewSthe QTV R ...ttt ettt ettt e e sbe e e saee e sabeens 25



Figure 19. Inspected Party Views Preview Of Shroud Lift ...t 26
Figure 20. Inspected Party Views Partial Shroud Lift..........cooiiioii e 26
Figure 21. Inspected Party Alternate INformation PreVIEW...........ooieiiiiiiiiii et 27
Figure 22. Inspected Party Hazardous Waste INfOrmation PreVIEW ............ccooceiiieiiiiieiie e 27
Figure 23. Inspection Team Views Full ACCESS PROIO TOU ........ciiiiiiiiieiiee ettt 28
Figure 24. Inspection Team Views Multiple Shroud WINGOW ............ooeiiiiiiiiiiii e 29
Figure 25. Inspection Team Views Single Shrouded [teM...........cooiiriiiiiee et 29
Figure 26. Inspection Team Views Complete UNSNroU ...........ccooiiiiiiiiiiiiiie et 30
Figure 27. Inspection Team Views Partial UNShrOUING..........cceiiiiiiiiiaiiie et 30
Figure 28. Inspection Team is Denied Permission t0 Lift Shroud ...........ooceeiiiiiiiiii e 31
Figure 29. Inspected Party Receives Request to Lift SNroUd..........ooeiiiiiiiiiiiiiie e 31
Figure 30. Inspected Party Previews Partial Lift Of SHrouUd.........coooeiiiiioiiiiie e 32
Figure 31. Inspection Team Requesting Alternate INformation.............eoiieiiiiiiiii i 33
Figure 32. Inspection Team Requesting All Available Alternate INformation .............ccoceeeiieiiieiinii e 33
Figure 33. Inspection Team Adding Detail to Request for Alternate INformation............ccoceeviereieeenieeniee e 34
Figure 34. Granted Alternate INFOrMELiON .........ooiiiiiiie ettt et e st e e e sae e e saee e sabeans 34
Figure 35. Viewing Alternate Information (Hazardous Waste INformation)............ccceeveerieniieniiie e 35
Figure 36. Inspection Team Receives Sample Analysis Time Delay NOtification ...........ccooceeiieiiiii e 35
Figure 37. Inspection Team Records Sample Type and ANAlYSIS ......ooieieiiieiieieiee et 36
Figure 38. Inspection Team Recaives SampPle RESUITS..........uiiiiiiiiieie ettt 36
Figure 39. Receipt of Alternate INformation REQUESE ........ccovii ittt ettt saee e sane e 37
Figure 40. Inspected Party Views Proprietary Research InfOrmation............coceiiiiiiiiiiie e 38
Figure 41. Inspected Party Views Hazardous Waste INfOrmMation ............cocueeieiiiieiiiii s 38
Figure 42. Inspected Party Views INVENOrY OF ITEMS.........coiuiiiiii ittt 39
Figure 43. Inspection Team INitiateS REQUESE FOr ACCESS ... ..eiiieiiiieieiieerieertee et ettt be e sbe s bt e sbee e saeeesaneans 40
Figure 44. Inspected Party DenieS REQUESE FOr ACCESS......ooitiiiiiiiieee e riee st e e tee sttt et et esbe e sbe e e saeeesaeeesanenns 41
Figure 45. Inspection Team Repeats Request With JUSHITICATION ........cooeiiiiiiiiiiii e 41
Figure 46. Inspected Party PrevieWs ROOM ... ...coiiiiiiieiiie ittt ettt ettt be e e sbe e e sane e saneans 42
Figure 47. Inspected Party Previews ReqUESIEA LOCAION ..........oceiiiiieiiee ettt st sbe e saee e 42
Figure 48. Inspected Party Previews 100% Lift of Shroud from [tem ... 43
Figure 49. Inspected Party Grants Partial ACCESS. ... ...uoiuiaiiiiiiei ettt ettt siee e st e s be e sbe e e saee e saneesaneans 43
Figure 50. Inspection Team RECEIVES Partial ACCESS.........coiuiiiieiaieieiieerieesteeertee e stee e siee e sbe e sbeesbee e saeeesaneesaneens 44
Figure 51. Inspection Team VIieWS Partial ACCESS .......ccocuii ittt ettt be e sbe e sbee e saneesaneens 44
Figure 52. Inspected Party VIiews Z00OME IMBOE ........coiuiaiiiiiiiiaiii ettt ettt e be e sbe e saeeesaneesaneaans 45
Figure 53. Inspection Team REQUESES GIEaLEN ACCESS.......cciueiirieiaiteraiieariteastesaateeasseeesseeesabeassesasseeasseeesssessssessas 45
Figure 54. Inspected Party GrantS FUIl ACCESS.........ooiuiaiiieiee ettt ettt st e sbe e e sae e e saeeesaneans 46
Figure 55. Inspection Team RECEIVES FUIl ACCESS........ooiiiiiiiiii ettt sttt e b 46
Figure 56. INSPection TeaM VIEWS FUIl ACCESS ......coiuuiiiieeiiei ettt ettt e ettt et st be e sbe e e sbee e saneesaneans 47
Figure 57. Inspection Team Views Hints Window from PhOtO TOUN ...........ccociiiiiiiiiieniee e 47
Figure 58. Inspection Team Requests Alternate INfOrmMation ............ooouieiiiiiiiiiiie e 48
Figure 59. Inspected Party Receives Alternate INformation REQUESL............ooiviiiiiiiiiieiie e 48
Figure 60. Inspection Team Requests Chemical SamMPIE.........oooiiiiiiiiii e 49
Figure 61. Recording of ChemiCal SAMPIE .........ooii i sabe e 49
Figure 62. Inspection Team Views Shrouded TTEIM ...........oo ittt sbe e e sane e 50
Figure 63. Chemical Sampling RESUILS (NEQJELIVE) .......cc.ueiiuiiiiiiiiei ettt stee ettt ettt sbe e sre e saneesaneans 50
Figure 64. Inspected Party Previews UNShrouded TTEM ..........cooiiiiiiiiee ettt 51
Figure 65. Inspected Party Previews 50% Lift of Shroud from HHem..........ccoiii e 51
Figure 66. Inspection Team Views 50% Lift of Shroud from HHem ... ... 52
FIQUIE B7. CONIIOI CBINLEN ... .eiieie ettt ettt ettt ettt ettt be e e s he e e sa b e e st e e e be e e abee e saee e sabeesabeeaabeeeabeeesnneesnneasns 53
Table
Table1l. CWC Challenge INSPection TIMEIINE .......cceiiiiiiiiie e e 16



Executive Summary

EXECUTIVE SUMMARY

The on-site inspection provisions in many current and proposed arms control agreements require extensive
preparation and training on the part of both the Inspection Teams and the Inspected Parties. Traditional
training techniques include lectures, table-top inspections, and practice inspections. The Augmented
Computer Exercise for Inspection Training (ACE-IT Version 2.0), an interactive, computer-based
inspection simulation, increases the utility of table-top inspections.

ACE-IT isused for training both the Inspection Team (inspector) and the Inspected Party (host) to conduct
a hypothetical challenge inspection under the Chemica Weapons Convention (CWC). Challenge
inspections are short-notice inspections that may occur at any time, anywhere, and with no right of refusal.
(The challenge inspection must also be approved by the Organization for the Prohibition of Chemical
Weapons,) The time interval between the notice of intent to inspect a facility and the arrival of inspectors
at the facility may be as short as 72 hours. Both government facilities and private firms may be subject to
these inspections. Therefore, advance training is important.

The primary emphasis of the training tool is on conducting the inspection itself, and in particular,
implementing the concept of managed access. Managed access is a technique used to assure the inspectors
that the facility is in compliance with the CWC, while protecting sensitive information unrelated to the
CWC. Interactive menus are used to negotiate access to each room and to provide alternate information
during the simulated inspection.

The mandate for the hypothetical challenge inspection is to inspect an undeclared site for possible non-
compliance with the CWC, specifically the alleged production and/or storage of chemicals or chemical
munitions prohibited by the CWC.

Three hypothetical buildings are available for inspection in ACE-IT: a chemical processing building, an
office building, and a technology demonstration building. Under the CWC challenge inspection provisions,
the Inspected Party can control the movement of the inspectors by using managed access. Access to rooms
can be controlled by allowing the ingpector to view the rooms only through the door or the window. Access
to shrouded (or covered) items can be controlled by partially removing the shrouds or by providing
alternate information, such as chemical sampling. ACE-IT allows the Inspection Team and the Inspected
Party to practice managed access techniques.

Each team has access to an electronic “Exercise Manua” that includes the following information:

CWC Treaty

CWC inspection timeline

description and requirements pertaining to each inspection step (from notification of an inspection
through post-inspection procedures)

requested perimeter and alternate perimeter maps

pre-inspection briefing

perimeter monitoring reports

records (medical, material and safety data sheets, and shipping and receiving)

general on-site inspection information

Information in the Exercise Manual is available for review from the ACE-IT home page at any time, even
when you are not participating in an exercise. Treaty provisions associated with each inspection step,
given in the inspection timeline, set the context for the inspection and are described in the on-line Exercise
Manual.
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This user's guide is intended to provide a step-by-step view of the events that take place during the
inspection exercise. The guide is written in sufficient detail to permit the trainees to “walk through” a
training exercise and become familiar with situations that may arise during the inspection smulation. On-
line materia is available via your Internet browser. At any time during the exercise, click on the Host’s
Exercise Manual or Inspector’s Exercise Manual button to view this information.

ACE-IT can be operated between two computers connected by a local area network (LAN) or the Internet.
It incorporates Quick Time Virtual Redlity (QTVR) technology and digital images for viewing individual
rooms. ACE-IT also includes Netscape browser technology by using hypertext markup language (HTML),
mapped images and graphics, and hyperlinks to other web sites, and it invokes hel per applications.

Therefore, ACE-IT teaches users (1) how to conduct an inspection and (2) how the provisions of an on-site
inspection affect the ability to determine compliance and protect sensitive information.

Overview of Technical Information
Geographic Information System (GIS) Building Maps

In its initial configuration, ACE-IT has been programmed to include three buildings that are used to
conduct a challenge inspection: a declared “single small-scale facility,” an office building, and a technology
demonstration building. At the “single small-scale facility,” a country produces Schedule 1 chemicals for
research, medical, pharmaceutical, and protective purposes.

Interactive Menus

Interactive menus alow the Inspection Team and the Inspection Party to “conduct” the inspection. These
menus teach the important concept of managed access — how the Inspected Party can protect sensitive
information that is unrelated to the CWC. This includes controlling physical access to a room, negotiating
permission to look behind shrouds, and controlling requests for aternate information. (See Figures E-1 and
E-2.)

Digital Images and Quick Time Virtual Reality (QTVR) Movies

Digital images provide users with multiple views of each room. The images may be zoomed to full screen
and, where available, QTVR images will be provided by the system. QTVR images are interactive 360°
photographs that provide the illusion of being inside an area and looking around at will. For large aress,
multiple points of view are included and the user may jump from one point of view to another at any time.

Tabular Data

The user can access data associated with each room, if permission to access this information is granted by
the Inspected Party. The data include an inventory of the items in each room, chemical inventory, chemical
sampling results, proprietary research information, hazardous waste information, shipping and receiving
records, and employee medical records.
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Figure E-1. Sample Building Map and Interactive Menu with
Digital Images of a Room to be Inspected

Text Retrieval

The documents that are not associated with a particular room (e.g., CWC text, inspection mandate,
site/building information, traffic logs and safety plans) are displayed as HTML documents.

Additional Features

ACE-IT Version 2.0 is compatible with Windows NT 4.0, email, chat, conferencing, and messaging
systems. It isaso compatible with Netscape 4.0 Internet conferencing tools.
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Figure E-2. Views Available to the Inspection Team

Hardware and Software Requirements

ACE-IT Version 2.0 consists of a suite of software that runs on a LAN with two personal computers.
Each computer must be at least Pentium/133-class, with 32 MB RAM and 15 MB of free hard drive space,
capable of video display at a resolution of at least 1024 by 768. The operating system must be Windows
NT 4.0.

Availability of ACE-IT Version 2.0

The customized code is protected by copyright, and is available from Sandia National Laboratories or
Ogden Environmental and Energy Services.
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1. INTRODUCTION

The on-site inspection provisions in many current and proposed arms control agreements require extensive
preparation and training on the part of both the Inspection Teams and the Inspected Parties. Traditional
training techniques include lectures, table-top inspections, and practice inspections. The Augmented
Computer Exercise for Ingpection Training (ACE-IT Version 2.0), an interactive, computer-based
inspection simulation, increases the utility of table-top inspections. The inspection simulation is hereafter
referred to as an inspection exercise.

ACE-IT is used for training both the Inspection Team (inspector) and Inspected Party (host) to conduct a
hypothetical challenge inspection under the Chemical Weapons Convention (CWC). Challenge inspections
are short-notice inspections that may occur at any time, anywhere, and with no right of refusal. (The
challenge inspection must also be approved by the Organization for the Prohibition of Chemical Weapons.)
Thetime interval between the notice of intent to inspect a facility and the arriva of inspectors at the facility
may be as short as 72 hours. Therefore, advance training isimportant.

The primary emphasis of the training tool is on conducting the inspection itself, and in particular,
implementing the concept of managed access. Managed access is a technique used to assure the inspectors
that the facility is in compliance with the CWC, while a the same time protecting sensitive information
unrelated to the CWC.

The mandate for this hypothetical inspection is to inspect an undeclared site for possible noncompliance
with the CWC, specificaly the aleged production and/or storage of chemicas or chemical munitions
prohibited by the CWC.

Three hypothetical buildings are available for inspection in ACE-IT: a chemical processing building, an
office building, and a technology demonstration building. Under the CWC challenge inspection provisions,
the Inspected Party can control the movement of the inspectors by using managed access. Access to rooms
can be controlled by allowing the ingpector to view the rooms only through the door or the window. Access
to shrouded (or covered) items can be controlled by partially removing the shrouds or by providing
alternate information, such as chemical sampling. ACE-IT allows the Inspection Team and the Inspected
Party to practice managed access techniques.

Each team has access to an electronic “Exercise Manua” that includes the following information:

CWC Treaty

CWC inspection timeline

description and requirements pertaining to each inspection step (from notification of an inspection
through post-inspection procedures)

requested perimeter and alternate perimeter maps

pre-inspection briefing

perimeter monitoring reports

records (medical, material and safety data sheets, and shipping and receiving)

general on-site inspection information

Information in the Exercise Manua is available for review from the ACE-IT home page (C:\Ace-it\Ace-

it2.htm) at any time. Treaty provisions associated with each inspection step (listed in the inspection
timeline and described in the CWC exercise package) set the context for the inspection.

11
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The context for the exercise can be described briefly as follows:

The inspectors and the host have agreed to a perimeter that meets the CWC requirements.

The inspectors have received a pre-inspection briefing at the site and have been provided the results of
the perimeter monitoring conducted by the host.

The inspectors have begun to monitor the final perimeter.

The inspectors need to develop their plan to inspect the three buildings at the site for production and
storage of chemicals and chemical munitions prohibited by the CWC.

For this exercise, a significant quantity of chemical weapons agent could be stored in a container 51 cm
in diameter and 71 cm high.

After reviewing the list above, the inspectors and host are ready to start the exercise.

12
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2. STARTING THE EXERCISE

To begin the training, two computers must be ether (1) logged onto the LAN and the proper network
connections established or (2) connected to the Internet via a TCP/IP connection (usually a “socket”
connection). (For a detailed description of these settings and the contents of the initialization file, see
Section 6.1. For hardware and software requirements, see Appendix A.)

To begin the exercise, double-click the Netscape icon. Navigate to the ACE-IT Version 2.0 home page
(C\Ace-it\Ace-it2.htm). (See Figurel.) Detailed “how-to-start” instructions are available on-line by
clicking the How to Start button. Participants in the exercise should communicate ahead of time to
synchronize startup and to avoid long waiting periods. Netscape Communicator (version 4.0) has a
“Conference” function that may be useful for real-time electronic messaging during the exercise. (For
details, see Appendix B.)
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Center (CMC) with assistance by Ogden Envitonmental and Energy Services has developed an i i Itimedia product

designed as a general ool for simulating the arms control inspection process for groups of inspectors, escorts, and policy makers.
We chose our first inspection regime in this package to be Challenge Inspections under the Chemical Weapons Convention

(CWC).
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Figure 1. ACE-IT Version 2.0 Home Page

The Ingpection Team should click the Inspection Team button and the Inspected Party should click the
Inspected Party (Host) button. If the roles have changed from the previous exercise, a message box
appears, verifying your intention to switch roles. Select “Yes’ if thisis correct. (See Figure 2.) Fill out
the on-line startup questionnaire, starting with selecting either the LAN or Internet version of the exercise.
Next, select your Scenario and Ingpection Regime from the pull-down menus at the bottom of the form.
(SeeFigure 3))
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Figure 2. Change of Roles Message Box
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Figure 3. Sartup Form

After making your sdlections, click on the Continue button. A message box will appear that asks if you
want to delete old log and transfer files. Select “OK” to remove information files from a previous exercise.
(SeeFigure 4.)

14



Section 2.Starting the Exercise

< Netscape - [ACE-IT Game Lobby]

File Edt View Go Bookmarks Dptions Directory Mindow Help

il | B 2| &% (2 & | @| ®
gi | rorvora| Home | Est | Reload | i | Open | Prmt | Fing Sy
Loc. + System Startup I [=] 5% —L[ -
ctinations  The ACEIT Softw & follow ntlp in use
on your syste h i ake all
corections o changes that e used
or this = -IT sessio

ACET Role: [incpected Part ~) .
P Y =l mputer Exercise for
The Intemet (Using [P A Local Area Network.
Addresses and Names) ~  [LAN) [Using Network ¢z
Drive Connections]

1 am mnning ACE-T across:

Inspection Team Diive [

This simulation is brought to youl  Ispestonean CorpuerHatie: [1speor Cooperative Monitoring
Center (CMC) with assistance by
designed as a general tool for sin]

eractive, multimedia product
15, escorts, and poliey makers,
oal Weapons Convention

Team Diive [T,
Inspected Party Compu

We chose our first inspection regi
(CWC). ACET Server/
—

Server Comp

o+

ACEAT Database Hame: [CAACE 1 T\DATALCEIT3 MDB

Load Select an Inspection Regime: [Chermical w/eapons Cormventi =l

Select an nspection Scenao: [T Chalknge Inepestion |

Continue Cancel Syster Load
xt9)| [file:/7/C/Acet/DIdN ewBlus/blueb3oft Fim I =7
i Start| BB Netscape - (ACEAT Ga. | i System Startup | &8 System Starm | 2 Hilask Capiure | ZAkuaak PRO |[cwE Exercise - Octo.

Figure 4. Deletion of Files from Previous Exercise Option

For both participants, the ACE-IT Control Center will be visible as a Taskbar entity (usually at the bottom
of the screen). Click the Control Center item in the Taskbar to view a simple set of buttons. These buttons
allow ether party to end the exercise, print the exercise report (see Appendix C) or hide (minimize) the
Control Center. The Control Center can be maximized at any time.

The Hosts will receive a “Waiting for Request” message. Hosts can take advantage of any lapses in the
action to study the “Host’s Exercise Manual.” (See Appendix D.)

The Inspectors must click the Load Maps button after completing the startup questionnaire. Next, the
Inspectors click on a building and, from the building map that then appears, select aroom to inspect. They
must then wait for a Host response. Inspectors, too, can take advantage of any lapses in the action to study
the “Inspector’s Exercise Manual.” (See Appendix D.)

Each version of the on-line exercise notebook differs; participants should not look into their counterpart’s
material to obtain an unfair advantage during the exercise. The Hosts may load and examine the site and
building maps from the “Load Maps’ function; these materials are also available in the exercise manual .

2.1 If Your Internet Connection Goes Down

For some types of Internet connections, especially long-distance independent Internet Service Providers, a
connection failure is possible during the severa hours that an exercise may last. To restart, go into
Netscape and navigate to the ACE-IT Version 2.0 home page. Do not delete the startup and log files when
asked. Click on your role, either “Inspection Team” or “Inspected Party (Host).” Fill out the startup
questionnaire (it should till have the previous values in place) and resume the exercise. It may be
necessary for the Host to notify the Inspectors to click on the room they wanted to inspect to restart the
access request process.
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3. DETAILS OF THE EXERCISE

This section provides a detailed outline of atraining exercise. Table 1 presents a sample CWC challenge
inspection timeline, showing the maximum time alotted for each event. Although the information is
available on all Treaty events, the exercise focuses on the 84-hour “Inspection” step.

Table1l. CWC Challenge Inspection Timeline

Treaty Events CWC Challenge Inspection
(hours)

Notification of Challenge Inspection —
Arrival at Point of Entry/Specify Site 12
Ingpected Party Monitors Requested Perimeter 72
Negotiate Alternative Perimeter 60
Travel to Site 12
Ingpection Team Monitors Final Perimeter 180
Negotiate Final Perimeter 96
Pre-Inspection Briefing 3
Inspection Planning 2
Inspection 84
Post-Inspection Procedures 24

Before or during an exercise, either party may examine their on-line “Exercise Manual” by clicking on the

button or Inspector’s Exercise Manual button from the ACE-IT Version 2.0
home page. Information is provided on each step of the challenge inspection process in the “CWC Exercise
Package for Inspection Team (Inspectors) and Inspected Party (Host)” section in the manual.

3.1 Inspection
The inspection team views site and building maps by clicking on the Load Maps button on the ACE-IT
Verson 2.0 home page. A “virtual” inspection is conducted by accessing the building interior maps.

Inspectors may request access to any room by clicking on that room when viewing the building map.
Figure 5 shows the interior of an example building, Building 10510.
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Figure5. Building 10510 Interior Map

The primary training focus of the Inspection event is to demonstrate the concept of managed access to
participants. ACE-IT provides trainees with three types of negotiations:

negotiation of physical access,
negotiation of visual access, and
negotiation of access to aternate information.

One example of controlling visual access is the covering (or “shrouding”) of a sensitive item that is not
related to the treaty.

Each type of negotiation is very different. All negotiations consist of a request from the Inspection Team
and an accompanying response from the Inspected Party. At many points, a Hints button will allow the
user to reach a screen containing additional information. An example of where to find a Hints button can
be found in Section 3.1.2.2. The following sections discuss each type of negotiation in detail from
Ingpection Team and Inspected Party perspectives.

3.1.1 Negotiation of Physical Access
This section addresses the operation of ACE-IT beginning with an Inspection Team request for physica

access to a facility. It is assumed that all physical access requests are for full access to a specified
location.
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3.1.1.1 Inspection Team

To initiate negotiation for physical access, the Inspection Team clicks on the Ingpection Team button
from the ACE-IT Version 2.0 home page and fills in the startup form. (See Appendix D.) Then the
Inspectors click on the Load M aps button and select a building from the building map. They may click on
any room to generate the request. The Inspection Team receives an on-screen notification that the request
is being processed while this request is passed to the Inspected Party. (See Figure 6.) There are three
possible responses to the request: “ Access Denied,” “Partial Access,” or “Full Access.”
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Figure 6. Initiation of a Request for Access

Response: Access Denied

“Access Denied” gives the Inspection Team a color-coded (red) message stating that access will not be
granted. (See Figure 7.) When this response is received, the Inspection Team can repeat the request for
access into the room, request Alternate Information, or continue on to a different room, al of which can be
initiated from the notification window. Click the Repeat Access Request button to enter a justification for
entering the room. Click the Continue button to return to the map and select another room. Requests for
Alternate Information are initiated from the Hints button on the response window. For more information
on requesting alternate information, see Section 3.1.3.
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Figure 7. Receipt of Access Denied Notification

Response: Partial Access

"Partial Access' gives the Ingpection Team a color-coded (yellow) message as well as access to a limited
photo tour of the room, which consists of views from the door, the window, or both. (See Figure 8.) From
the response window, the Inspection Team can repest the access request, request alternate information, or
access the photo tour. Click the Repeat Access Request button to type a justification for entering the
room. (See Figure 9.) Click the Continue button to view the photo tour of the room. (See Figure 10.)
From the photo tour windows, the photos can be zoomed and requests for shroud lifts and alternate
information are made. Click the Zoom button to enlarge the photos. The “pie-chart” indicates the
orientation of the photo to the room.

Lifting shrouds and requesting aternate information are negotiated separately. For more information on
lifting shrouds and requests for aternate information, see Sections 3.1.2 and 3.1.3, respectively.
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Figure 8. Receipt of Partial Access Granted Notification
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Response: Full Access

"Full Access' gives the Inspection Team a color-coded (green) message as well as access to a photo tour of
the entire room. (See Figure 11.) From the response window, the Inspection Team can either request
aternate information or access the photo tour. Click the Continue button to access the photo tour of the
entire room, which consists of a view from the door, a view from the window if available, and a 360° view
from the center of the room. (See Figure 12.)

From the Photo Tour window, the participants can enlarge photos, lift shrouds and request aternate
information.  Click the Zoom button to enlarge the photos. To assist the user in determining the
approximate scale of the objects in the zoom window, an on-screen 1-meter-scale measuring stick has been
provided. Double-click on the yellow measuring stick to activate this feature. The meter stick can then be
dragged to any location on the screen. Clicking the right mouse button will switch the meter stick from the
vertical orientation to the horizontal and back again. Double-click on the yellow part of the stick to remove
the meter stick from the screen. Figure 13 shows the meter stick on azoomed window.

Lifting shrouds and requesting alternate information must be negotiated separately. For more information
on these actions, see Sections 3.1.2 and 3.1.3, respectively.
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Figure 11. Receipt of Full Access Granted Notification
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Figure 12. Inspection Team Views Full Access Photo Tour

Figure 13. Zoom Window with On-Screen Meter Stick
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3.1.1.2 Inspected Party

The Inspected Party receives a request from the Inspection Team for full access to a selected room. The
Inspected Party has several response options: Grant Full Access, Deny Access, or Offer Partial Access.
(See Figure 14.) “Full Access’ provides the Ingpection Team with a photo tour of the entire room,
congisting of views from the door, the window, and a 360° view from the center of the room. *Access
Denied” does not provide the Inspection Team with any view of the room. “Partial Access’ provides the
Inspection Team with a photo tour of the room, consisting of views from the door, the window, or both.
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Figure 14. Receipt of Access Request

NOTE: The Ingpected Party does not have to be familiar with the facility layout. The computer will
display the information associated with the requested room.

Severa options can help the Inspected Party decide what level of access to grant to the Inspection Team.
Click the Hints button in the lower right-hand corner of the Access Negotiation box and then click the
Preview Room button in the resulting Hints box to view the photo tour of the entire room. (See Figures
15 and 16.) From the photo tour the photos can be enlarged, shrouds can be lifted, and alternate
information can be previewed. Click the Zoom button to enlarge the photos. The on-screen meter stick is
the same as that provided for the Ingpection Team. If the location selected has no photographs associated
with it (such as conference rooms, rest rooms, and other nonsensitive areas), the user will be provided with
amessage box stating that there is no photographic data for the requested |ocation.
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For certain areas, Quick Time Virtua Redlity (QTVR) images have been produced.
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Figure 16. Inspected Party Views Preview of Photo Tour

If aQTVR image is

available, a QTVR button will appear on the right above the Close button. (See Figure 17.) Clicking on
the QTVR button will cause awindow to appear running the QTVR viewer. The viewer alows the user to

pan and zoom using mouse controls. (See Figure 18.)
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Figure 17. Inspection Team Views Full Access Photo Tour with the QTVR
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Pan: Click and hold down the left mouse button. Drag the mouse in the direction you want to view (up,
down, l€ft, right, diagonally). The farther you drag, the faster you turn in that direction. Dragging in a
new direction turns you in that direction. Releasing the mouse button stops panning.

Zoom: While holding down the left mouse button, use the control key to zoom in and the shift key to zoom
out.

Moving to a linked image: When viewing an image (but not while panning), the cursor will change to an

arrow pointing at acircle ( ) if alink exists to another QTV R image representing another point of view.
For example, the single small scale facility QTVR has one outside, five downstairs, and two upstairs
images.
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Figure 18. Inspection Team Views the QTVR
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To preview the item beneath the shroud, click the Lift Shroud button under the picture of the shrouded
item of interest. The Lift Shroud window displays the shrouded item and provides a brief description and
the approximate dimensions of the object. (See Figure 19.) The on-screen meter stick is also provided in
this window. The scroll bar running from right to left beneath the image determines how much of the
shroud will be lifted. Slide this scroll bar to 50% and click the Play button. (See Figure 20.) The item
will be partially unshrouded. To determine the level of unshrouding that would be acceptable without
revealing any sensitive information, slide the scroll bar to different percentages and click the Play button.
Repest this action until the desired level of unshrouding is achieved. Click the Close button to close the
window.
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Figure 19. Inspected Party Views Preview of Shroud Lift
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Figure 20. Inspected Party Views Partial Shroud Lift
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To access Alternate Information, click the Hints button on the photo tour window, and then click the
Alternate Information button. “Alternate Information” consists of seven topics, each of which is
represented by a button: Chemical Sampling, Proprietary Research Information, Hazardous Waste
Information, Inventory of Items, Inventory of Chemicals, Shipping and Receiving Records and Employee
Medica Records. (See Figure 21.) Click the appropriate button to preview the desired alternate
information. For example, click the Hazardous Waste Information button to display information about
any hazardous wastes associated with the requested room. (See Figure 22.) The other buttons work
similarly, with the exception of Chemical Sampling. Chemical Sampling is an interactive window, and is
meant to be used to record the taking of a sample, not to display sampling results.

For details on negotiating access to alternate information, see Section 3.1.3. If the selected topic has no
data for the requested location, the screen will display a message box stating that no information is
available.
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3.1.2 Viewing Shrouded Items

3.1.2.1 Inspection Team
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Figure 23. Inspection Team Views Full Access Photo Tour

28

Once the Inspection Team reaches a point where they see a shrouded item, negotiations to lift the shroud
begin. Regueststo view shrouded items will be negotiated on an individua basis.

To initiate a negotiation to view a shrouded item, click the Lift Shroud button located beneath the photo
that contains the item of interest in the photo tour window. (See Figure 23.) If there are multiple shrouds
in a photo, the next window will contain photos of each of the shrouded items in the original photo. (See
If only one item is visible, only that item is displayed. From the lift-shroud window, a
justification for the request can be entered. (See Figure 25.) To send a request to the Inspected Party to
view a shrouded item, click the Send Request button.
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Figure 25. Inspection Team Views Sngle Shrouded Item

The response to the request can either be “Full Unshroud,” “Partial Unshroud,” or “Request Denied.” If
the response from the Inspected Party is “Full Unshroud,” the Inspection Team's computer will chime and
the unshrouding will begin a few seconds after the chime. The item will be automatically and completely
unshrouded, and the description and dimensions of the object will be displayed. (See Figure 26.) If the
response is “Partial Unshrouding,” the Inspection Team's computer will chime and the unshrouding will
begin a few seconds after the chime. The item will be automaticaly unshrouded between 0% and 100%,
depending on the selection the Inspected Party has made. (See Figure 27.) No description/dimensions are
displayed unless the shroud is lifted 100%. If the request is denied, the computer will chime and a
notification that the request was denied will be displayed. Any comments from the Inspected Party will
appear after the message box is cleared. (See Figure 28.)
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Figure 26. Inspection Team Views Complete Unshrouding
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Figure 27. Inspection Team Views Partial Unshrouding
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Figure 28. Inspection Team is Denied Permission to Lift Shroud

3.1.2.2 Inspected Party

The Inspected Party receives a reguest to lift a shroud. (See Figure 29.) The Lift Shroud window is
displayed with the scroll bar set at 100%, and the description and dimensions of the object are displayed.
Slide the scroll bar and click Play to preview any percentage of the shroud lift. (See Figure 30.) If partia
or complete unshrouding will revea a sensitive object, click the Request Denied button. To send a more
detailed response to the Inspection Team, enter any desired comments in the box labeled “Comments.” If a
partial or complete unshrouding of the item is granted, side the scroll bar to the desired percentage of
shroud lift, and click the Send Response button.
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Figure 29. Inspected Party Receives Request to Lift Shroud
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Figure 30. Inspected Party Previews Partial Lift of Shroud

3.1.3 Alternate Information Negotiation

Access to aternate information can only be requested once a request for physical access to a specific
location has been made — requests for Alternate Information can only be processed for specific locations.
Alternate information can be requested regardless of the response to a request for physical access. The Host
may use external conferencing software, such as Netscape Communicator, to pass information to the
Inspectors from the “Host’ s Exercise Manual”.

3.1.3.1 Inspection Team

Alternate information can be requested from most of the Hints windows in the system. To request alternate
information click the Hints button, then click the Alternate Information button. (See Figure 31.)
Alternate information consists of seven topics: Chemical Sampling, Proprietary Research Information,
Hazardous Waste Information, Inventory of Items, Inventory of Chemicals, Shipping and Receiving
Records, and Employee Medical Records. (See Figure 32.) Click the Request All Alternate Data button
to request al seven areas, or click any combination of buttons to regquest specific areas. Then click Send
Request. The system will ask if the user would like to add specific comments to this request. If the answer
isyes, atext box will appear in the bottom of the Alternate Data window. Type comments in this box, and
click the Send Request button again to send the request to the Inspected Party. (See Figure 33.)
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Figure 32. Inspection Team Requesting All Available Alternate Information
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Figure 33. Inspection Team Adding Detail to Request for Alternate Information

A response is sent to the Inspection Team once the Inspected Party determines which types of aternate
information will be provided. The topics of aternate information that the Inspected Party has agreed to
provide are indicated by checks in the boxes on the left side of the window corresponding to each topic.
(See Figure 34.) Click the button next to the granted topic to view the available aternate information.
(See Figure 35.) If no data on the requested topic are available, the user is notified with a message box

stating which data are not available.
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Figure 35. Viewing Alternate Information (Hazardous Waste Information)

If the Inspection Team requests chemical sampling and if the Hosts grant permission to perform chemical
sampling, then the Ingpection Team begins processing a chemica sample by clicking on the Chemical
Sampling button. To provide a greater sense of realism, chemical sample results are not returned
immediately. The user is notified of the amount of time required for sample processing, and decides
whether or not to continue with the sampling process. (See Figure 36.) If the user elects to process a
sample, the window shown in Figure 37 appears. The Inspection Team then assigns a “Sample ID”
(identification), selects a “Sample Type,” and adds any necessary detail in the box labeled “Location and
Description of Sample.” When the user clicks on the OK button, this window disappears.
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Figure 36. Inspection Team Receives Sample Analysis Time Delay Notification
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Figure 37. Inspection Team Records Sample Type and Analysis

When the amount of time required for sample processing has elapsed, the window shown in Figure 38 will
appear on the screen, regardless of any other actions in process.

Figure 38. Inspection Team Receives Sample Results

3.1.3.2 Inspected Party

The Inspected Party receives a request for aternate information from the Inspection Team. The requested
topics are indicated by checks in the corresponding boxes on the left side of the window. (See Figure 39.)
The aternate information consists of seven topics: Chemical Sampling, Proprietary Research Information,
Hazardous Waste Information, Inventory of Items, Inventory of Chemicals, Shipping and Receiving
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Records, and Employee Medical Records. Click any of the buttons to preview the aternate information.
The Inspected Party responds to the Inspection Team by checking the boxes on the left side of the alternate
information buttons. Any of the boxes may be checked if the Inspected Party wishes to provide the
information to the Inspection Team.

Computer Exercise for

ing ivi
i Employee Medical Records y

|l
Load map
Send Response -

ztxal [Dosument Dons =t}
iy Start| BN eiscape - [ACET Game...| EWE Exeicise - October, 03, . [[inspection Team Altema... | 3/ Hilask Capture 10:01 AM

Figure 39. Receipt of Alternate Information Request

Chemical sampling can be initiated by clicking on the Chemical Sampling button. Once initiated, the
Inspected Party can assign their own sample identification, sample type, and any desired details to the
sample. They can then decide, based on the results of the sample, whether or not to alow the Ingpection
Team to process samples.

Proprietary research information can be previewed by clicking on the Proprietary Research Information
button. (See Figure 40.) Since one of the core concepts of managed access is the legitimate protection of
potentially sengitive information or items not related to the treaty, the Inspected Party must carefully
consider the consequences of revealing information of this nature. If no information exists for the requested
location, the user is notified with the appropriate message box. To close this window, click on the Close
button.
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Figure 40. Inspected Party Views Proprietary Research Information

Hazardous Waste Information can be requested by clicking on the Hazar dous Waste I nformation button.
If no information exists for the requested location, the user is notified with the appropriate message box.
Figure 41 shows the window displaying thisinformation. To close this window, click on the Exit button.
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Figure 41. Inspected Party Views Hazardous Waste | nfor mation

The inventory of items can be requested by clicking on the Inventory Of Items button. If there is no

inventory for the requested location, the user will be notified with the appropriate message box. Figure 42
shows the window displaying the inventory data.
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Figure 42. Inspected Party Views Inventory of Items

If access is granted to view the inventory, the Inspection Team receives al of the inventory data for the
room. To close the window, click on the Close button.

3.1.4 Ace-lIt Home Page
At any time during the exercise, one may return to the ACE-IT Verson 2.0 home page. Links to the

Cooperative Monitoring Center (CMC) and the Organization for the Prohibition of Chemical Weapons
(OPCW) home pages are also provided on the ACE-IT Version 2.0 home page.
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4.0 EXERCISE EXAMPLE

This section provides a series of sample inspection events that illustrate ACE-IT capabilities and provides a
general program orientation to users. It does not provide detailed instructions on the use and application of
individual modules. For more information on the individual negotiation modules for the inspection activity,
see Section 3.

The exercise begins at the ACE-IT Verson 2.0 home page viewed with Netscape. The Inspected Party
clicks on the Inspected Party (Host) button; the Inspection Team clicks on the Inspection Team button.
Each team’s start-up form must be filled in (See Section 2.0 and Appendix D), a Treaty selected, and an
Inspection chosen. Each computer functions independently of the other, so it is not important which team
starts first. Hosts will receive a message informing them that they are “waiting for a request” for access
into an area. Ingpectors may immediately click on the Load M aps button, click on a building, and select a
room. They will then see a“waiting for response” message. (See Figure 43.)
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Figure 43. Inspection Team Initiates Request for Access

ACE-IT notifies the Inspected Party of the request. In this scenario, the initial response from the Inspected
Party is to deny access to this location. (See Figure 44.)
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Figure 44. Inspected Party Denies Request for Access

The Inspection Team repeats the request for access to the room, justifying their request by stating that the
door is large enough to admit a significant quantity of chemical weapons agent. (See Figure 45.)
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Figure 45. Inspection Team Repeats Request with Justification

The Inspected Party is notified of this second request, and decides to review the information available for
this location before granting any level of access. The Inspected Party previews the room photo tour by
clicking the Hints button on the request window, and then clicking the Preview Room button. (See Figure
46.) While previewing the photo tour for the requested location, the Inspected Party sees a number of large
shrouded items in the room and decides to lift one of the shrouds to view what is underneath. (See Figure
47.) From the Photo Tour window, the Inspected Party clicks the Lift Shroud button located beneath a
photo of the front right corner of the room, which contains a large, shrouded item. The window displays
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the digital photographic image of the shrouded item, aong with a description of the item and its basic
dimensions. The user moves the scroll bar at the bottom of the screen to 100% and clicks the Play button.
The shroud is lifted to reveal a sengitive radar. (See Figure 48.) After previewing the room, the Inspected
Party exits the lift-shroud and photo-tour windows and returns to the request window by clicking on Close.
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Figure 47. Inspected Party Previews Requested Location
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Figure 48. Inspected Party Previews 100% Lift of Shroud from Item

Based on the preview of the room, the hosts decide to provide only partia access. Partial accessis selected
by clicking the request window line labeled “Offer the Inspectors Partial Access.” (See Figure 46.) The
level of partial access is selected by checking the appropriate boxes that correspond to the available views.
The level of accessis justified by typing, “The entire room can be seen from the window and door.” (See

Figure 49.)
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Figure 49. Inspected Party Grants Partial Access

The Inspection Team is notified that partial access has been granted. (See Figure 50.) The Inspection
Team accepts the level of partial access based on the knowledge that further access can be requested if
partial accessis not sufficient. The Inspection Team clicks on the Continue button to view the Photo Tour
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of room 103. (See Figure 51.) The Inspection Team views the photos from both the door and window by
clicking the Zoom button. (See Figure 52.) The Inspection Team then decides that the back |eft corner of
the room is not adequately visible and that there are large shrouded objects of concern in the room. The
Inspection Team exits the Photo Tour by clicking on the Exit button, returning to the map, and again
requests full access to the room by clicking on the room.
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Figure 50. Inspection Team Receives Partial Access
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Location 0510-1-103 ¥iew Through to Left

Figure 52. Inspected Party Views Zoomed Image

The Inspected Party receives the repeated request, and again provides partial access by clicking “Offer
Inspectors Partial Access,” and types, “I have aready provided this level of access, why do you want to
enter the room?’ This can be done (1) verbaly with the LAN version if the computers are near one
another, (2) by telephone, (3) by using some form of network conferencing, (4) by using Netscape
Communicator 4.0 for electronic messaging (see Appendix B), or (5) by using teleconferencing computers
equipped with speakers and a microphone. The Inspection Team replies by clicking the Repeat Request
button and typing “ The back left corner of the room cannot be seen and there are large shrouded objects of
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Figure 53. Inspection Team Requests Greater Access

The Inspected Party receives the Inspection Team's justification and decides that full access to the room
may be granted. (See Figure 54.)
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Figure 54. Inspected Party Grants Full Access

The Inspection Team is notified that full access has been granted, and clicks on Continue to fully view the
room. (See Figures 55 and 56.)
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Figure 55. Inspection Team Receives Full Access
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Figure 56. Inspection Team Views Full Access

The Inspection Team decides to request aternate information about the room. The Inspection Team first
clicks the Hints button on the photo-tour window, then clicks the Request Alternate Information button
on the Hints window. (See Figures 57 and 58.)
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Figure 57. Inspection Team Views Hints Window from Photo Tour
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Figure 58. Inspection Team Requests Alternate Information

The Inspected Party receives the aternate information request (see Figure 59) and decides to alow only a
chemical sample to be provided to the Inspection Team. The Inspected Party removes the checks from
those boxes corresponding to the alternate information they are not willing to provide by clicking on the
appropriate boxes.
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Figure 59. Inspected Party Receives Alternate | nformation Request

The Inspection Team is notified that chemical sampling will be alowed. (See Figure 60.) The Inspection
Team decides that it would like the Inspected Party to take a chemical sample in the back Ieft corner of the
room, because the shrouded items are of concern. The Inspection Team clicks the Chemical Sampling
button. The system notifies the team that there will be a delay before results are returned and asks if they
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would like to continue with the sample testing. The Ingpection Team clicks on Yes to clear the message
box, and enters the identifying information for the sample, including sample type. (See Figure 61.) It will
be several minutes before the sample results are returned. The Inspection Team leaves the Alternate
Information window by clicking on the Cancel button, and returns to the photo-tour window to continue
the inspection. The Inspection Team requests that the shroud on the item in the front right corner of the
room be lifted by clicking the Lift Shroud button below the front right corner picture. (See Figure 62.)
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Figure 60. Inspection Team Requests Chemical Sample
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Figure 61. Recording of Chemical Sample
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Figure 62. Inspection Team Views Shrouded Item

The Inspection Team receives the chemical sample results while negotiations are underway on lifting the
shroud. The window presenting the sample results “pops’ into place over the current window. In this
scenario, the sample results are negative for any CWC-related chemicals. (See Figure 63.) The user closes
the window by clicking on the Close button and returns to the lift-shroud request. The Inspection Team
clicks on the Send Request button.
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Figure 63. Chemical Sampling Results (Negative)

The Inspected Party receives the request to lift the shroud. The Inspected Party previews the shroud lift by
diding the scroll bar at the bottom of the screen to 100% and clicking Play. (See Figure 64.) The view,
description, and dimensions of the object inform the Inspected Party that completely unshrouding this
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object would alow sensitive information — unrelated to the Chemical Wespons Convention — to be

viewed by the Inspection Team. Therefore, the Inspected Party decides to allow the shroud to be lifted only
halfway (50%). This will allow the Inspected Party to show compliance, without revealing sensitive
information that is unrelated to the Treaty. (See Figure 65.)
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Figure 64. Inspected Party Previews Unshrouded Item
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Figure 65. Inspected Party Previews 50% Lift of Shroud from Item

The Inspection Team is notified by a chime that the shroud lift for the item requested is about to be
displayed on the computer monitor. After severa seconds, the shroud is lifted to expose 50% of the item.
(See Figure 66.) Once the Inspection Team has seen that there are no objects of concern hidden under the
shroud, they are satisfied with the inspection of this room and move on to another room.
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Figure 66. Inspection Team Views 50% Lift of Shroud from Item

The Inspection Team leaves the lift-shroud window and the photo-tour window of the regquested location,
and moves on to the next location by clicking on the map. This concludes the basic negotiation sequence,
whichis similar for al locations.
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5. PREPARING THE EXERCISE REPORT AND ENDING THE EXERCISE

5.1 Preparing the Exercise Report

Before ending the training exercise, participants should print out the Exercise Report by clicking on the
Prepar e Exercise Report button located on the Control Center. (See Figure 67.) However, if the exercise
has ended, you may click on the Exercise Report icon on your desktop to view and save the report.

The Exercise Report summarizes al of the areas entered during the exercise, the actions taken in each,
comments made, samples taken, etc. An examination of this report will remind participants of the exact
process followed during the exercise and will provide an outline that can be used in further discussions of
lessons learned.

Each team should review the entire exercise report, taking into account their inspection goals. As Hosts,
did they facilitate the inspection, yet protect sensitive information? As Inspectors, did they collect enough
information to allow a compliance decision to be made?

5.2 Ending the Exercise

To end the exercise, activate the Control Center by clicking on that item in the Windows Taskbar. Select
the End This Ace-It Exercise button. (If your counterpart has aready chosen this option, you will be
notified on-screen.)

CWwWC Exercize -- October, 13, 1997

..t'f:;':.q’.rﬂ'_,

T
End Thiz Ace-lt Exercize Prepare Exercize Heport

Figure 67. Control Center

53



Section 6.#aitialization Files, System Reinitiation, and System Recovery

6. INITIALIZATION FILES, SYSTEM REINITIATION, AND SYSTEM
RECOVERY

ACE-IT Verson 2.0 uses two initialization files (INI files) that provide the system with crucial information
about network drive connections, database files, and installation parameters. Once these files have been
configured properly, they should not require user manipulation. Section 6.1 shows an example of the INI
files, which can be modified using any ASCII text editor. Section 6.2 provides instructions for system
recovery following failures resulting from network errors and power surges.

6.1 Initialization Files

There are two INI files associated with ACE-IT Version 2.0. They reside in the \ACE-IT\INI directory.
Thefirgt file, GO.INI, has the following contents:

NetScape Temp Directory=C:\Temp

This INI file tells the system in which directory Netscape stores its temporary files. Using this directory,
GO.EXE acts as a Netscape helper application.

The second INI file, ACEIT.INI, is found in the \ACE-IT\INI\ subdirectory and contains all of the relevant
database and network configuration information. Although this file will be edited for the users' computers,
the contents of thisfile will be similar to the following sample data:

ACE-IT Role=Inspected Party

Inspection Team Address=132.175.176.171
Inspection Team Computer Name=inspector
Inspected Party Address=132.175.176.170
Inspected Party Computer Name=aceithost
Server Address=132.175.176.171

Server Computer Name=inspector
CD-ROM Drive=c:\
DataBase=C:\ACE-IT\DATA\ACEIT.MDB
Sampling Return Time=2

Name of Fina Log File=Log.txt
Environment=Internet

Exercise Name=CWC Exercise -- August, 27, 1997

These files can be edited using any ASCI| text editor.

6.2 System Recovery

If a network connection is lost during an exercise, re-establish the connection (this may require rebooting
the computer) and start Netscape again. Navigate to the ACE-IT Version 2.0 home page and begin the
session again.
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7. SUMMARY

The Augmented Computer Exercise for Inspection Training (ACE-IT) is a tool for training both the
Inspection Team (inspectors) and the Inspected Party (host) to conduct a hypothetical challenge inspection
under the CWC. ACE-IT Verson 2.0 provides exercise participants with the capabilities to use the
Internet or alocal area network for remote training, to access relevant documents and information with an
Internet browser, and to interactively view areas with QTVR technology or digital images. Specifically,
ACE-IT Version 2.0 can be used to teach (1) how to collect information to determine compliance, and (2)
how to balance the obligation to demonstrate compliance with the need to protect sensitive information that
isunrelated to the Treaty.

The focus of the training is on the actual on-site inspection. Three buildings can be inspected: one for the
production of chemical weapons agents and two for its storage. Under the challenge inspection regime, the
Inspected Party can control the movement of the inspectors using the concept of managed access. One way
to manage access isto control physical access to the room by only allowing the inspectors to view the room
through the window and the door. Another way to manage access is to control access to a shrouded (or
covered) item, by partialy removing the shroud, or by providing aternate information (such as chemical
sampling) to assure the inspectors that the site isin compliance with the treaty.

In addition, ACE-IT Version 2.0 can be used by policymakers to understand the implications of a challenge

inspection regime by showing how on-site inspection provisions impact the ability to determine compliance
and protect unrelated sensitive information.
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Appendix A
ACE-IT Hardware/Software Requirements

and Installation, Setup, and Startup Instructions

A.1 Hardware Requirements

Two computers are required: one for the Inspection Team and one for the Inspected Party. The minimum
requirements for each computer are: a Pentium with 32 MB of RAM, a CD-ROM drive, and 15 MB of
hard disk space. An additional 275 MB of hard drive space may be used for a complete installation from
the CD of all photos (.bmp), video (.avi), and QTVR (.mov) files to provide faster image access. Because
the application is graphics-intensive, enhanced video cards with 4 to 8 MB of video RAM will improve
performance.

A.2 Software Requirements

ACE-IT Version 2.0 requires the 32-bit operating system Windows NT 4.0. A Windows-compatible FTP
server (Microsoft Internet Information Services, Peer Web Services, or Personal Web Server) is also
required. Netscape 3.0 or higher is required; however, Netscape Communicator 4.0 is recommended.

A.3 Installation and Setup

Preparing a computer for ACE-IT Version 2.0 involves seven steps for a minimal installation, eight for a
full installation. The steps include:

Install Read-Write subdirectories.

Set up Crescent FTP tools.

Set up “ GetAddress’.

Set up FTP server.

Set up QTVR player.

Configure Netscape helper applications.
Obtain participant information.

Install bitmaps, video, and QTVR (optional).

N R~WDN R

1. Install Read-Write Subdirectories

Copy the \Ace-it subdirectory of the \ReadWriteFiles directory of the distribution CD to your hard drive,
preferably to drive C:.. This process will create C:\Ace-it and its constellation of subdirectories. These
files are write-protected. If you must edit any of them, be sure to right-click on the file name, select
Properties, and uncheck the “read-only” box.

2. Set Up Crescent FTP Tools

On your CD drive, open the Crescent directory. Double-click on the Setup.exe file and follow the on-
screen instructions.
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3. Set Up “GetAddress”

Get Addressis part of the Crescent Tool Pack and isinstalled during the Crescent setup. This useful utility
provides Internet protocol (IP) addresses and names for your computer as well as for other ACE-IT
participant computers. It can be used prior to starting an exercise to obtain IP addresses that will be
requested during ACE-IT startup.

4. Set Up FTP Server

NT Internet Information Services (11S) are installed and started automatically with anorma NT Server 4.0
setup. NT Peer Web Services for NT Workstation 4.0 must be installed from the Internet icon in the
Control Panel. Personal Web Server for Windows 95 is installed from the Microsoft FrontPage CD.
During installation, be sure to allow anonymous FTP access when prompted.

FTP services must be set up to include C:\Ace-it\Transferout as the FTP home directory. With Windows
NT, this is accomplished using the Web Services Manager, which is accessible from the Start menu by
selecting Programs and then selecting either Internet Information Services or Peer Web Services. Once the
Web Services Manager is started, double-click the FTP choice to bring up a submenu. Click on the
Properties choice. Select the Directories tab and enter C:\Ace-it\Transferout as the home directory (a
warning will appear regarding changing the FTP home directory). Under the General tab of Properties,
change the type of FTP file naming. Click on “MS-DOS file naming” (instead of the default “UNIX”).

5. Set Up QTVR Player

On the distribution CD, open the QTVR subdirectory and run the Setup.exe file. Follow the on-screen
instructions. Install filesin the C:\Ace-it\Bin directory.

6. Configure Netscape Helper Applications

Netscape can be instaled from the distribution CD. Change to the Netscape subdirectory and run
Setup.exe. Follow the on-screen instructions. When installing Netscape, note the location of temporary
files, usually C:\Temp. Thislocation will be requested by ACE-IT during startup.

With Netscape running, select the Options menu, General submenu, and click on the Helpers tab. Three
helper applications are needed for proper operation of ACE-IT. For each helper, click on Create New,
type “application” for MIME type, type the appropriate MIME subtype listed in the table below, and click
on OK. Type the appropriate file extension given in the table below, click on Launch the application, and
type the appropriate program path and filename listed in the table below:

Helper MIME File Program Path and
Subtype Extension Name
Go go cmc C:\Ace-it\Bin\go.exe
Host hs hs C:\Ace-it\Bin\host.exe
I nspector in in C:\Ace-it\Bin\
inspector.exe
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Starting ACE-IT

This start-up information is also available online by accessing the ACE-IT home page and selecting the
Instructionsto Start button.

A.4.1 Conventions

The quotation marks indicate the data you need to type. The boldfaced items indicate buttons you need to
click on. Itemsin Cour i er type indicate pull-down list choices that need to be selected.

A.4.2

LAN Configuration

The following instructions are meant to be used with aLoca Area Network (LAN) configuration.

If you are playing the role of Host (1 nspected Party):

1
2.
3.

Ea

o

© o N

10.
11.
12.

13.
14.

15.
16.

17.

18.

Start Netscape.
Load the ACE-IT home page (“file:///C|/Ace-it/Ace-it2.htm”).
Click on “Inspected Party (Host)”.

The System Startup screen will appear. Computer names, if any, will be grayed out. (If you

have run the exercise before, the screen will show previously saved values.)
Inthefield for ACE-IT Role, select | nspected Party.
Click on the LAN button.
For the Inspection Team Drive field, type avalid drive letter based on your LAN connection. Do
not include a path beyond \. Use the drive letter where an \Ace-it directory tree isinstalled for your
counterpart. If necessary, you may toggle to “My Network Neighborhood” or use “NT Explorer”
to set up this LAN connection before preceding.
Next, type your (Inspected Party Team) drive, usualy “C:\".
For the ACE-IT Server, type your local drive, usualy “C:\".
If your image and video files are stored on CD-ROM, type your CD-ROM drive letter (often
“D:\"). Theimage and video files may be installed on your hard drive in \Ace-it\video and \Ace-
it\images subdirectories. If thisisthe case, enter “C:\” as your CD-ROM drive.
For the ACE-IT Database Name, type “ C:\Ace-it\data\aceit.mdb”.
For the exercise log name, accept the default (recommended), or type a name of your choice.
For the name of this particular exercise session, accept the default (recommended), or type a name
of your choice.
Click on the Select regime pull-down menu. Select Chem cal Weapons Conventi on.
Click on the Select scenario pull-down menu. Select Cheni cal Weapons Conventi on
Chal | enge | nspection.
Click on Continue.
Wait for arequest to come from the Inspection Team.
Photographs are always displayed when available to you, but only after an inspector has requested
accessto an area. Use the Hints button to get access to other data about an area. Respond to
inspector requests as prompted by the screen messages.
At any time, you may return to the ACE-IT Welcome page and select Host's Exercise Manual.
This on-line reference set has more instructions, summaries, maps, images, text data, and
accessory data that you should be familiar with in your role as the Inspected Party.
To end the smulation, click on CWC Exer cise--<date> in your taskbar (usually at the bottom of
the screen) and choose End This ACE-IT Exercise. Y our counterpart will be notified.
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If you are playing the role of Inspector (Inspection Team):

1.

wn

No oA

© oo

10.
11.
12.

13.
14.

15.
16.
17.
18.
19.
20.
21.

22.

Start Netscape.

Load the ACE-IT home page (“file:///C|/Ace-it/Ace-it2.htm”).

Click on “Inspection Team”.
The System Startup screen will appear. Computer names, if any, will be grayed out. (If you
have run the exercise before, it will display those previoudy saved values.)

Inthefield for ACE-IT Role, select | nspecti on Team

Click on the LAN button.

For the Inspection Team Drive field, type your drive, usualy “C:\".

Next, for the Inspected Party, type avalid drive letter based on your LAN connection.
Do not include a path after the “\”. Use the drive letter where an \Ace-it directory treeis
installed for your counterpart. 1f necessary, you may toggle to “My Network Neighborhood”
or use “NT Explorer” to set up this LAN connection before proceeding. Y our counterpart will
have had to share the \Ace-it subdirectory.

For ACE-IT Server, type your local drive, usually drive “C:\".

If your image and video files are stored on CD-ROM, type your CD-ROM drive letter (often

“D:\"). Theimage and video files may be installed on your hard drive in \Ace-it\video and \Ace-

it\images subdirectories. If thisisthe case, type “C:\" as your “CD-ROM” drive.

For the ACE-IT Database Name, type “ C:\Ace-it\data\aceit.mdb”.

For the exercise log name, accept the default (recommended), or type a name of your choice.

For the name of this particular exercise session, accept the default (recommended), or type a name

of your choice.

Click on the Select regime pull-down menu. Select Chem cal Weapons Conventi on.

Click on the Select scenario pull-down menu. Select Cheni cal Weapons Conventi on

Chal | enge | nspecti on.

Click on Continue.

At the Welcome page, select L oad Maps. The CMC site map will appear.

Click on abuilding. The detailed building map will appear.

Click on aroom. Thiswill signal the host that you wish to inspect that particular room.

Wait for permission to enter the room (or another level of access) from the host.

Use the Hints button to request other, nonphotographic information.

At any time, you may return to the ACE-IT Welcome page and select I nspector's Exercise

Manual.
This on-line reference set has more instructions, summaries, maps, images, text data, and
accessory data that you should be familiar with in your role as an “inspector.” Some of this
information would come from perimeter negotiations, perimeter monitoring, and pre-inspection
briefings.

To end the smulation, click on CWC Exer cise--<date> in your taskbar (usually at the bottom of

the screen) and choose End This ACE-IT Exercise. Y our counterpart will be notified.
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Appendix AACE-IT Hardware/Software Requirements and
Installation, Setup, and Startup Instructions

Internet Configuration

The following instructions are meant to be used with the Internet configuration.

If you are playing the role of Host (I nspected Party):

1
2.
3.

o0k~

~

10.
11.

12.
13.
14.
15.

16.
17.

18.
19.

20.

Start Netscape.

Load the ACE-IT home page (“file:///C|/Ace-it/Ace-it2.htm”).

Click on “Inspected Party (Host)".

The System Startup screen will appear. Computer names, if any, will be grayed out.

(If you have run the exercise before, it will display previoudy saved values.)

Inthefield for ACE-IT Role, select | nspected Party.

Click on the Internet button.

For the Inspection Team address, enter an Internet protocol (IP) address, for example,
134.176.74.192. Y our counterpart must provide you with this information before beginning the
exercise.

Type the computer name for the other team, also provided before you begin the exercise.

Next, type your Inspected Party Address. If necessary, you may run the program GetAddress.exe
located in C:\Aceit\bin. Click on the Display Host Information button to view your computer
name and your |P Address. Provide thisinformation to your counterpart as discussed above.

For the Inspected Party Computer Name, type your computer name, for example, “Host”, or the
name of your choice.

For ACE-IT Server, type your |P Address.

For Server Computer Name, type your computer name, for example, “Inspector,” or the name of
your choice.

If you are accessing image files from the CD-ROM, type your CD-ROM drive |etter (often D:\).
The image and video files may be installed on your hard drive in \Ace-it\video and \Ace-it\images
subdirectories. If thisisthe case, enter “C:\” asyour “CD-ROM” drive.

For the ACE-IT Database Name, type “ C:\Ace-it\data\aceit.mdb”.

For the exercise log name, accept the default (recommended), or type a name of your choice.

For the name of this particular exercise session, accept the default (recommended), or type a name
of your choice.

Click on the Select regime pull-down menu. Select Chem cal Weapons Conventi on.
Click on the Select scenario pull-down menu. Select Cheni cal Weapons Conventi on
Chal | enge | nspecti on.

Click on Continue.

Wait for arequest to come from the Inspection Team. Photographs are always displayed when
available to you, but only after an inspector has requested access to an area. Use the Hints button
to get access to other data about an area. Respond to inspector requests as prompted by the screen
messages. Y ou may at any time return to the Ace-1t Welcome page and select Host's Exer cise
Manual. Thison-line reference set has more instructions, summaries, maps, images, text data, and
accessory data that you should be familiar with in your role as the Inspected Party.

To end the smulation, click on CWC Exer cise--<date> in your taskbar (usually at the bottom of
the screen) and choose End This Ace-lt Exercise. Your counterpart will be notified.
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If you are playing the role of Inspector (Inspection Team):

NP

o0k~

© N

10.

11.

12.
13.
14.

15.
16.

17.
18.
19.
20.
21.

22.

23.

Start Netscape.

Load the ACE-IT home page (“file:///C|/Ace-it/Ace-it2.htm”).

Click on “Inspection Team”.

The System Startup screen will appear. Computer names, if any, will be grayed out.

(If you have run the exercise before, it will display previoudy saved values.)
Inthefield for ACE-IT Role, select | nspecti on Team

Click on the Internet button.

For the Inspection Team Address, enter your Internet Protocol (1P) Address.

If necessary, you may run the program GetAddress.exe located in C:\Aceit\bin. Click on the
Display Host Information button to view your computer name and your |P Address. Provide this
information to your counterpart.

For the Inspected Party Computer Name, enter your computer name, for example, “Host”.

Next, for the Inspected Party Address, enter the IP Address provided by the other team before
beginning the exercise.

For ACE-IT Server, type your |P Address.

For Server Computer Name, type your computer name, for example, “Inspector,” or a name of
your choice.

If your image and video files are stored on CD-ROM, type your CD-type drive letter (often “D:\").
The image and video files may be installed on your hard drive in \Ace-it\video and \Ace-it\images
subdirectories. If thisisthe case, enter “C:\” asyour “CD-ROM” drive.

For the ACE-IT Database Name, enter “ C:\Ace-it\data\aceit.mdb”.

For the exercise log name, accept the default (recommended), or type a name of your choice.

For the name of this particular exercise session, accept the default (recommended), or type a name
of your choice.

Click on the Select regime pull-down menu. Select Chem cal Weapons Conventi on.
Click on the Select scenario pull-down menu. Select Cheni cal Weapons Conventi on
Chal | enge | nspecti on.

Click on Continue.

At the Welcome page, select L oad Maps. The CMC site map will appear.

Click on abuilding. The detailed building map will appear.

Click on aroom. Thiswill signal the host that you wish to inspect that particular room.

Wait for permission to enter (or other level of access) from the host.

Use the Hints button to request other nonphotographic information.

At any time, you may return to the Ace-It Welcome page and select I nspector's Exercise Manual.
This on-line reference set has more instructions, summaries, maps, images, text data, and
accessory data that you should be familiar with in your role as “inspector.” Some of this
information would come from perimeter negotiations, perimeter monitoring, and pre-inspection
briefings.

To end the smulation, click on CWC Exer cise--<date> in your taskbar (usually at the bottom of
the screen) and choose End This Ace-lt Exercise. Your counterpart will be notified.
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Using Netscape Conference

B.1 About Netscape Conference
Netscape Conference provides you with the following real-time audio and data collaboration capabilities:

In achat session, you can post text messages back and forth (Chat tool).
Y ou can sketch on a collaborative whiteboard (Whiteboard tool).
Y ou can exchange or transfer data files (File Exchange toal).

B.1.1 Starting Netscape Conference

To launch Conference, click the Conference icon in your Communicator program folder, or choose
Conference from the Communicator menu.

Note: In order to receive calls, Conference must be active. Likewise, in order for another party to receive a
call from you, Conference must be running on their system.

B.1.2 Making a Call

1. Inthe Netscape Conference window, type the email address or the direct address/numerical 1P
address (in parentheses) of the person you want to call.

2. Click Dial.

3. When you are finished with the call, click Hang Up.

Tip: You can aso choose Direct Dial from the Call menu and enter the direct address in the dialog box that
appears.

The Pending Invitation dialog appears and displays the other party's name while it informs you of the status
of the pending cal. You can click Cancel to terminate the call at this point.

Note: If the other party declines your invitation or is not available, you will be prompted as to whether you
wish to send a voicemail message. Once the call connects, Conference displays the other party's business
card photo or logo (or the Netscape Conference logo, if no photo is available) on the right side of the
Netscape Conference window. Select one or more tools to use for your Conference session: Chat,
Whiteboard, File Exchange, or Collaborative Browsing.

B.1.3 Calling from the Address Book
1. Click the Address Book button or choose Address Book from the Communicator menu.

2. Select the person's address.
3. Click the Call button.
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Clicking the Address Book button in the Netscape Conference window takes you directly to the Address
Book in Netscape Communicator. If you don't have a Communicator session already in progress, it
launches automatically.

To cal from the Address Book window:

1. Select the person you want to call. Make sure the person is set up in your address book as a
Conference call recipient by clicking the Netscape Conference tab in the Address Card dialog and
entering the DLS server or IP address.

2. Click the Call button.

B.2 About the Chat Tool

Once you're in a cal, you can use the Chat tool to send messages or other textual content to a conference
participant. The Chat Tool provides an aternative way to conduct a conversation in real time. You can
conduct meetings while dynamically generating transcripts that you can then save and print for later use.

B.2.1 Posting a Message

1. Click the Chat Tool button in the toolbar of the Netscape Conference window.
2. Type your message in the Persona Note Pad field.
3. Choose Post Note Pad from the File menu, or click the Send button.

To post a message with the Chat tool:

1. Click the Chat tool button in the toolbar of the Netscape Conference window.
Y ou see the Chat tool window. The top portion of the window, the Log, is where you view posted
messages. The bottom portion of the window, the Personal Note Pad, is where you compose your
messages.

2. Type your message (or paste some text from the clipboard) in the Personal Note Pad field. If you
wish to include the contents of atext file, choose Include from the File menu.

3. When you've completed your message, choose Post Note Pad from the File menu or click the Send
button.

Y ou see your message in the Log window. Messages appear in the order in which they are posted.

Note: By selecting the Chat Tool Option “Pop Up on Receive’ the Chat Tool window will automatically
open as soon as you receive a message.

B.3 About the Whiteboard Tool

Y ou can use the Whiteboard tool to open and share image files, as well as interactively edit the whiteboard
canvas and mark up any images you import. Even if you're not in a Conference session, you can use the
whiteboard to create and edit image files. On Windows and Unix, the whiteboard supports a variety of
graphics formats, and is capable of capturing images from the Windows desktop.
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1. To launch the whiteboard, click the Whiteboard button in the toolbar of the Netscape Conference
window.

The whiteboard provides simultaneous painting or marking up of images with the other party during a call.
You can aso synchronize the whiteboard screen during the session to assure both parties are viewing the
same information. The graphics toolbox contains several drawing tools you can use to create and edit
images and text.

The whiteboard canvas has two distinct layers, the markup layer and the image layer:

Markup layer: Consists of drawings made using tools from the toolbox, including circles, squares, and
lines.

Image layer: Contains images captured from the desktop using the tools on the Capture menu, and images
loaded from disk.

Important: If your call option is set to Auto Answer, and you are in the middle of a Whiteboard or Chat
session, you may notice performance problems caused by incoming calls, that is, your files may be
corrupted or lost. It is agood idea to choose Auto Answer only when you are not using the Whiteboard or
Chat tools.

B.4 About the File Exchange Tool

The File Exchange tool lets you easily exchange files such as application files, images, and data with
another party during a call.

To send files with the File Exchange tool:

1. Onceyoureinacal, click the File Exchange button on the toolbar in the Netscape Conference
window. Y ou see the File Exchange window. The top half of the window is the Send window,
where you list the files to be sent. The bottom half of the window is the Receive window, where
the files sent to you are listed.

Choose Add to Send List from the File menu and then select the files you want to send.

3. Click the Send button or choose Send from the File menu.

N
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Appendix C
ACE-IT Version 2.0
Example Exercise Report

Example Number 1
INSPECTION TEAM

Request for Physical Access
Site Codes CMC
Current Location: CMC-10510-1-104

INSPECTED PARTY

Response to Request for Physical Access
Site Code: CMC

Current Location: CMC-10510-1-104
Physical Accessis Granted

Example Number 2
INSPECTION TEAM

Request for Physical Access
Site Codes CMC
Current Location: CMC-10510-1-103

INSPECTED PARTY

Response to Request for Physical Access

Site Code: CMC

Current Location: CMC-10510-1-103

Partial Accessto thislocation is granted; you may view the room through the door and window
only.

We offer partial access because the entire room can be seen from the door and window.
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Example Number 3
INSPECTION TEAM

Request for Physical Access
Site Codes CMC
Current Location: CMC-10510-1-103

INSPECTED PARTY

Response to Request for Physical Access

Site Code: CMC

Current Location: CMC-10510-1-103

Physical Accessis Denied

Y ou have already seen through the door and window.

INSPECTION TEAM

Request for Physical Access

Site Code: CMC

Current Location: CMC-10510-1-103

Our Chief Inspector wishes to go in the room because the view is blocked behind the shrouded item
on the |eft.

INSPECTED PARTY
Response to Request for Physical Access
Site Code: CMC

Current Location: CMC-10510-1-103
Physical Accessis Granted

Example Number 4
INSPECTION TEAM
Request for Physical Access
Site Code: CMC
Current Location: CMC-10510-1-103
INSPECTED PARTY
Response to Request for Physical Access
Site Code: CMC

Current Location: CMC-10510-1-103
Physical Accessis Granted
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INSPECTION TEAM

Request to Lift Shroud from an ltem

Site Code: CMC

Current Location: CMC-10510-1-103

Please lift the shroud because it is large enough to contain a significant quantity of chemical

weapons agent.

INSPECTED PARTY
Response to Request to Lift Shroud from an Item
Site Code: CMC
Current Location: CMC-10510-1-103

The shroud will be lifted 50%
Information on Shrouded Item:

We will partially lift the shrouded item to show that there are no items of concern.

Example Number 5
INSPECTION TEAM
Request for Physical Access
Site Code: CMC
Current Location: CMC-10510-1-102
INSPECTED PARTY
Response to Request for Physical Access
Site Code: CMC

Current Location: CMC-10510-1-102
Physical Accessis Denied

Example Number 6
INSPECTION TEAM
Request for Physical Access

Site Codes CMC
Current Location: CMC-10510-1-103
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INSPECTED PARTY

Response to Request for Physical Access
Site Code: CMC

Current Location: CMC-10510-1-103
Physical Accessis Denied

Y ou have seen this room.

INSPECTION TEAM

Request for Physical Access

Site Code: CMC

Current Location: CMC-10510-1-103
We are not satisfied and require access.

INSPECTED PARTY
Response to Request for Physical Access
Site Code: CMC
Current Location: CMC-10510-1-103
Physical Accessis Granted
INSPECTION TEAM
Request for Alternate Information
Site Code: CMC
Current Location: CMC-10510-1-103
Alternate Information Items Requested
Chemical Sampling

We would like a chemical sample taken from the surface of the item under the shroud.

INSPECTED PARTY

Response to Request for Alternate Information

Site Code: CMC

Current Location: CMC-10510-1-103

Permission Granted for Access to the Following Alternate Information Items

Chemical Sampling
Granted.
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Example Number 7
INSPECTION TEAM
Request for Physical Access
Site Code: CMC
Current Location: CMC-10510-1-121
INSPECTED PARTY
Response to Request for Physical Access
Site Code: CMC

Current Location: CMC-10510-1-121
Partial Accessto thislocation is granted, you may view the room through the door only.

INSPECTION TEAM
Request for Alternate Information
Site Code: CMC
Current Location: CMC-10510-1-121
Alternate Information Items Requested
Relevant Medical Records
May we view medical records for this facility?
INSPECTED PARTY
Response to Request for Alternate Information
Site Code: CMC
Current Location: CMC-10510-1-121
Permission Granted for Access to the Following Alternate Information Items

Relevant Medical Records

Yes, thereis only one recent medical event in our records. Please view the URL file:///C|/Aci-
itYHTML/medical.htm for more information about the case.
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ACE-IT Version 2.0 — Home Page

After installation, your Netscape browser will have a bookmark allowing quick access to the ACE-IT home
page, shown below in Figure D-1.
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Figure D-1 ACE-IT Home Page

The ACE-IT Home Page provides background information for review prior to starting the exercise in the
top three buttons. Thisinformation consists of the following:
1

“What is ACE-IT?" — A summary of the computer program,
2. [

“What isthe CWC?" — The Chemical Weapons Convention text via the Organization for the
Prohibition of Chemica Weapons (OPCW) Web site, and
3. [

“What isthe CMC?" — Information on the Cooperative Monitoring Center

The bottom section allows the user to begin the training. These functions include

(1) detailed start-up instructions,
(2) team selections,

(3) accessto the site map, and
(4) exercise manuals.

All of these items are available at any time during an exercise and the CWC text may be particularly useful
as a reference. The OPCW Web site also has on-line training materias that complement the ACE-IT
system.
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Appendix E
ACE-IT

Online Exercise Manual

Figure E-1 shows the index that allows users easy access to the Online Exercise Manual.
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Figure E-1. ACE-IT Index in the ACE-IT Online Exercise Manual

The index shown on the left side of the screen contains all entries in the Online Exercise Manual. The
following page shows the compl ete index.

75



Appendix EACE-IT Online Exercise Manual

INDEX

@ Introduction to On-Site Inspections (0Sl)

@ Inspection Team and Inspected Party Tips

] Augmented Computer Exercise for Inspection Training (ACE-IT)

@ Training Goals

@ CWC Inspection Time Line

] Single Small-Scale Facility Declaration and Results of Last Inspection

@ CWC Exercise Package for Inspection Team (Inspectors) and Inspected Party (Hosth

@ Addendum to CWC Exercise Package for Inspected Party (Host)

@ "Requested” Perimeter: Satellite (KVR-1000) View of the Cooper ative Monitoring Center {CMC)

@ "Requested” and "Alternative™ Perimeter Maps

@ vehicle Logs

@ Pre-nspection Briefin

@ Sensitive ltems in the CMC Complex

@ Maps of the CMC Complex

@ Evacuation Plans for the CMC Complex

@ Medical Records

@ Material and Safety Data Sheets

@ Shipping and Receiving Records

@ List of Findings
@ Glossary

@ RETURN TO WEL COME PAGE
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